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An analysis is made of a method of reconstructing signals which parametrically modulate a
chaotic generator using a one-dimensional realization of its oscillation process. Test examples are
used to demonstrate the efficiency of this method for simultaneous independent transmission

of several information signals over a single communication channel19@8 American Institute

of Physics[S1063-7848)00112-3

INTRODUCTION This method of reconstruction envisages that the general
. . . . form of the functionf(x,X5, ... X,,u) must be defineé
One line of research in modern nonlinear dynamics is_. . : . :
) . o priori. In general, even an approximate form of this function
the reconstruction of dynamic systems. Interest in this probl . - . . . S
impossible to determine priori and thus, this function is

lem over the last seventeen years was stimulated by the abs- C )
pearance of Refs. 1 and 2. Packatdal® showed that the usually represented as an expansion in terms of a certain
phase portrait of the attractor of a dynamic system can b8asis and the expansion coefficients determined numerically.
reconstructed from the scalar time serigs-a(iAt) if data  In addition to the standard basisxi, X5, XiXy, . . . , thenon-
from the same series; , taken after some delay, are used aslinearity can also be approximated by an expansion in terms
the missing coordinates of the state vector. In Ref. 2 thef any set of orthogonal basis functiofsuch as Legendre
possibility of reconstructing the phase portrait of an attractopolynomials. In any case, however, the need to define the
using a one-dimensional time series was given theoreticdbrm of the functionf is a serious disadvantage of this
foundation in the form of the Takens theorem. ~ method of reconstructing the dynamic model of a system.
The appearance of Ref. 2 was the precursor to using this  » fyndamentally different situation arises when the ex-
theorem to predict system behavigrand to calculate the plicit form of the nonlinear functiori is knowna priori and

metric and dynami characteristics of an attractor using a nlv the expansion coefficients are unknowns. In this case
time series. In a study published in 1987, Cremers and™Y P ' '

Hubler’ proposed a method of reconstructing the equatior]ihe global '_’“00_'9"“9 pro_b'em can be solved to a _certa_m ac-
for a dynamic system using its one-dimensional realization®Uracy, which is determined by the number of points in the
The idea of this methodglobal reconstruction methpdhas ~ initial time series available for observation, the smaliness of
been developed in a wide range of studiésr instance, the discretization step, and the accuracy of writing the data.
Refs. 8—10. In Ref. 12 we showed that a consequence of solving the
Despite some differences in the global reconstruction alproblem of reconstructing the mathematical model may be
gorithms used by different researchers, they all propose tinteresting applications, one of which is the use of the recon-
solve the modeling problem in two stages. The first involvesstruction technique to obtain secure communications.
calculation of the embedding space dimensiorAfter the It should be noted that the appearance of wide range of
valug ofn has.been selected, thg phase portrajt of thg dyapplied problems in modern nonlinear dynamiirsluding
namic system is reconstructed using the scalar time series. . ;e communicationin recent years has been stimulated
addition to the delay methc, any of the methods proposed bﬁ/ the development of concepts of dynamic chaos, especially
e

in Ref. 11 can be used for this purpose. At the second sta . )
. . phenomenon of synchronized chaos. This effect was used
of the algorithm, the general form of the mathematical mode , . ) -
y the authors of pioneering work on the confidentiality of

is defined and the evolution equations specified. . i ) ) . o
When series differentiation of the initial time series is fansmitted information, using wide-band oscillations of a

7 =15 : H 6-18
used to reconstruct the phase portfalt the mathematical chaotic generator as a maskifig'® or carrier signat!
model has the form The first case was based on the principle of the synchroniza-

tion of chaotic systems proposed in Ref. 19. An alternative

%ZXZ %ZXS o method of securing transmitted information involved the ex-

dt ©oodt o perimental control of chad®:?*

dx Here we propose a new method of solving the problem
n

=f(X1,X2, « o X' M), (1) of secure communications based on the global reconstruction
of a dynamic system. Whereas in Ref. 12 this method was

wheref is the nonlinear function which needs to be deter-only illustrated for a single example, that is a modified gen-

mined andu is the vector of the parameters. erator with inertial nonlinearity??® we shall now present

dt

1063-7842/98/43(12)/7/$15.00 1401 © 1998 American Institute of Physics



1402 Tech. Phys. 43 (12), December 1998 Anishchenko et al.

results of its application using the Lorenz andsBler mod- g ator oscillationg2), i.e.,d,ui*/dt<dxj /dt for anyi andj,

els. We shall also report results obtained for this type OKNe can introduce the time interviy during which the values

gﬁg?&tg; which were not completely reflected in our PreVILt the parameters can permissibly be assumed to be almost

constant, i.e., for times of the order f we can neglect the
nonautonomy of the syste). This means that it is possible
METHOD to reconstruct instantaneous values of the system parameters
glsing short sections of its one-dimensional realization, i.e., to
reproduce the information signalg;(t) which parametri-
cally modulate the chaotic generator.

If the condition du;"/dt<dx;/dt is not satisfied, we
must take into account the time derivatives of the parameters
when transforming the systeri) to the form (1), which
makes the nonlinear functiohsubstantially more complex
and impedes the solution of the global reconstruction prob-
lem.

S By applying the reconstruction technique to the one-
dimensional realizatiow,(t) of the chaotic generator which
can be measured at the exit of the transmitting device, the
ur =,u?+ mi(t), 3 information receiver, knowing the general form of the math-
: C . .ematical model2), isolates the useful signajs;(t). To do
which allows several communications to be transmitted si-

multaneously. In this case, the signal transmitted by the co this, the receiver must differentiate the realizatof(t) n

S - ) . .__times, thus determining the left-hand sides of the model sys-
munication channel, comprising a one-dimensional realiza: .
. . . —tem(1). As a result, the problem of determining the values of
tion of the oscillatory process of the chaotic generator, is . .
. the parameters at a given time reduces to the need to solve an
generated by a honautonomous dynamic system

algebraic equation with a certain number of unknowwmlsen

We shall analyze a certain generator of dynamic chao
whose mathematical model is known

dx
a=|:(x,,10), xeR", uleR™ 2)

wherex is the vector of statef: is the vector of the right-
hand sides of the model system, gallis the vector of the
constant values of the parameters.

We shall implement relatively slow modulation of an
arbitrary number of parameters of the information signal
mi(t), i.e., we shall introduce the variables

dx 0 f can be represented in the fori®), these unknowns are the
g1~ Fxp+ (1), coefficientsC; .., andD . ,which are uniquely

o 0 0 0 related to the parameteys; of the system(4)). Since a
o= (12, ), discretized time dependencg(iAt) rather than an analog
(1) = (g (), mo(t), .o (D). (4)  signal is required for computer processing, the derivatives

o _ are clearly determined at discrete timest using approxi-
In order to solve the problem of synthesizing dynamic5te numerical differentiation formulas.

systems using an observable one-dimensional 'rer.;\Iiza'tion, the \we can approximate the unknown coefficients by writ-
system(4) shou_JId be redu_ced to the for@d). This implies ing a system oK algebraic equationsk(=[t,/At]) for L

t_hat by replgcmg the vanables, we need to transform the knowns L<K) and solving this by the least squares
right-hand sides such that instead of the vector funcon  method. Quite clearly, the approximation error decreases
there remains only a single scalar nonlinear function yith decreasing.. Thus, in order to implement the proposed

which may have a very complex form, such as method of secure communication in practice, the model sys-
p vy n tem must be simplified as far as possible. If the series of
f==, PX)= > Cinyn, ,nH ka, parameters of the systefd) remains unchanged, it is advis-
Q vl2dn k=1 able to assume that these are predefined and approximate for
n fewer unknowns.
2 h=vq,
k=1
vy n MODELS INVESTIGATED
QX= > Dy, 1l X We selected the Lorenz, Bsler, and generator with in-
1z n=0 K=t ertial nonlinearity models as chaotic oscillators.
n a) Lorenz systemWe shall analyze the equations from
k21 lksva, vo<<wy, (5)  the well-known Lorenz model
whereCy . 1y Dijiy. 1, 9enerally depends on time d_X:U(y_X), 3_yzrx_y_xz, Z_Z:_bzﬂ(y_ (6)
and is uniquely related to the parametes of the sys- t t
tem (4). We shall assume that thecoordinate of the systertit)

For the model systems considered here, i.e., Lorenzs selected as the carrier signal. It was shown in Ref. 8 that
Rossler, and a generator with inertial nonlinearity, thesefor this case, the transformation ¢) to the form (1) can
transformations will be made in the following section. Sincegive a simpler form of the functiohthan that for the other
it is assumed that the average rate of change in the paranwo coordinates of the Lorenz equations. As a result of this
eters is small compared with the base frequency of the gertransformation, which is made by the change of variables
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X=x, Y=o(y—x), Z=o[(r+o)x—(o+1)y—xz], The model of a generator with inertial nonlinearity was

(7) used to illustrate the possibility of simultaneously transmit-
ting two independent information signals along a single com-
munication channel. For this purpose the parameigwas

dX dy dz modulated by a wide-band chaotic signal obtained by inte-

we obtain the system

@ @ g XYam, grating the Resler equation and the parameggwas modu-
lated by the harmonic signal
p=(o,r,b), (8)
dx dy
f=bo(r—1)X—b(o+1)Y—(b+o+1)Z =Mt dxxty—xz, 2 =-x,
Y[(oc+1)Y+Z
ey g TENEZ] x) ! 9 dz

= Yo(Ltkysin(wt))[2—0.5x+[x[)x],
which generally contains three unknown parameters. Using

the Lorenz model as an example we demonstrate that secure dx; dy;

transmission of information can be achieved by modulating gt ~K(7Y1~Z). ¢ Tk(xatayy),

only one of its parameters, for examgie In this case, for-

mula (9) is best rewritten as follows: dz
© St =k(b+zi0x-¢)), (15
F4 (ot 1)Z4 X2Y 4 oXP— LT DY+ 2] t
(o+1) g X wherek is a constant which renormalizes the time in the

Rossler model such that the process of variation of the pa-
=blo(r=1)X=(o+1)¥Y=2]. 19 rametem = mo+dx, is slower than the oscillations of the
Sinceo andr are assumed to be known, avidZ, andf  generator.
can be determined by numerical differentiation of the time A transformation of the equation for a generator with
seriesx(iAt) obtained by integrating the syste(®), where inertial nonlinearity to the forn{13) assuming slowly vary-
At is the discretization step, which is taken to be 0.025 foring parameters can give the functibm the form(14) pro-
all the models studied, Eq10) is merely a linear algebraic vided thatm, and g, are replaced byn* =my+dx; and
equation with a single unknown. g* =go(1+k,sin(wt)), respectively, i.e.,
Theoretically, in order to determine the instantaneous
value ofb, we need to know the phase coordinates and theig _ X(X+Y)
derivatives only at one moment of time. In practice, we need Z
to analyze a short section of the scalar time series and ap- (16)
proximate the value o using the results of calculations at If we introduce the notatios* =m* g*, Eq. (16) can be

different times in the interval, during which the value of considered to be a linear algebraic equation with two un-
the parameter can be considered to be almost constant jhownss* andg*, which are found using a short scalar time
order to improve the accuracy of calculating the parametergeries by the least squares method. The instantaneous value

b) Generator with inertial nonlinearityA modified gen- ¢ the parametem* can then be uniquely determined from a
erator with inertial nonlineari#>* was taken as the second knowledge ofs* andg*.

model system

+Z=m*g*Z—g*[X+Y+0.5|2Z|-2)Z?].

c) Rossler system.

dx dy We take they coordinates of the Rssler model as the
a=mox+y—XZ, at % carrier signal

dz dx dy N dz—b+ 1

Tt = 902+ 0.8go(x-+[x|)x. @ g YR gty gPraxee. @d

We shall assume that the signal emitted by the generator By analogy with the previous modél1), we transform
is a one-dimensional realizatiop(t). The system(11) is (17 to the form(13) by changing the variabls
transformed to the forngl) by changing the variables Y=y, Z=xtay, X=ax+(a2-1)y-z (18)

VY, ZEox X=omex—yExz, (12 We then obtain the following form of the nonlinear func-

as a result of which the generator equations have the formtion f:

dy dz dX f=—b+(a—c)X—cY+(ac—1)Z
mzzl azxi H:f(X!Y!Ziﬂ)i M:(mngO)f (a C) ¢ (aC )
(13) —aY?—azZ?—aXY+XZ+(a’+1)YZ (19
X(X+Y) We assume that the vectpr=(a,b,c) contains two un-
= TJr(mogo—l)Z known parameterd and c which are modulated by the in-

formation signals. Equatiofil9) can then be rewritten as
—go(X+Y)+0.594(|2| — 2)Z2. (14  follows:
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b attractor of a dynamic system, the assignment of the phase
2.8 trajectory to the attractor is not a necessary condition for the
modeling problem. We have already observed that because
of the relatively slow variation of the parameters, we can
introduce the time intervaly during which it is permissible
231 to assume that the values pf* in Eq. (3) are almost con-

stant and the systelfd) is autonomous. Since for the same
values of the parameters the motion along the attractor and

. . the transient processes are described by the same equations,
9250 2500 the transience of the signal in the communications channel

t during the timetg is not of fundamental importance for de-
termining the instantaneous valuesgf .

We also note that any method of transferring information
should be analyzed in terms of its performance under noise

L§

1.8
0

FIG. 1. Law of variation of the parametbrin a Lorenz system.

f—aX+Z+aY2+azZ?+aXY—-XZ—(a2+1)YZ conditions of varying origin. Thus, in all the examples ex-
amined below, a normally distributed random quantity with a
=—b—c(X+Y-az). (200 variance of 10* was added to the information signals per-

The unknownsb and ¢ of the linear algebraic equation forming the parametric modulation. o
(20) can again be obtained by applying the least squares a) Lorenz systemWe shall taI§e the law of var|at_|0r_1 of
method to the results of calculating the parameters at thE'€ Parameteb to be a stepped time dependence similar to
times iAt of the discretized signay;=y(iAt) within the that plotted in Fig. 1. This type of signal can be used to
short timet,. The Rasler model is used to illustrate the transmit graphical information. To illustrate this we shall
possibility of transmitting graphical information by modulat- Scan the well-known Raphael painting of the Sistine Ma-
ing two of its parameters with the information signals. donna(Fig. 23 with 200x 300 resolution. We shall divide
the range of variation of the parametee [2—3] into 256

subranges, each corresponding to a shading gradation of the
black and white image. The useful signal is a dependence
Before giving some specific results which confirm thesuch as that shown in Fig. 1, where each subrange of varia-
efficiency of the proposed method of secure communication of the parameter corresponds to a particular step height.
tions, we shall make a few observations. A characteristidhe carrier signalthe time dependence(t) of the Lorenz
feature of the global reconstruction method is that it can besystem, divided into the same number of subranges as the
applied not only to steady-state signals but also to transieninformation signal, is shown in Fig. 2b. By applying the
processes. Although the Takens theofemwhich reference global reconstruction method, we isolated the modulation
is usually made when reconstructing phase portraits, wasignal(Fig. 2¢. Similar results were obtained by modulating
demonstrated for the case where the signal is a onghe parameter in system(6).
dimensional projection of a phase trajectory assigned to the We note that having selected a stepped time dependence

RESULTS

FIG. 2.
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FIG. 3.

as the law of parametric modulation, we must recognize thaowever, two of its parameterb,andc, will now be modu-
we cannot use formulél0) for the switching time between lated by the useful signals. We take two fragments of Le-
subranges since it is abundantly clear that in the immediatenardo da Vinci's painting “Madonna of the RockgFigs.
vicinity of the switching time the system parameter cannot4a and 4 and scan them with 200250 resolution. The
be considered to be slowly varying. Thus, the derivativegange of variation of each parametére[0.1-0.3 and
du;/dt must be taken into account when transforming thece[8—12] is again divided into 256 subranges. Figure 4
system(4) to the form(1). This can be avoided by selecting shows the initial fragments of the paintiggigs. 4a and 4b
fairly large widths for each step and disregarding the smalteconstructed using the global reconstruction technique
sections near the switching times. (Figs. 4d and 4k and also the signal in the communication
b) Generator with inertial nonlinearityWe shall dem- channel(Fig. 40.
onstrate the possibility of transmitting two signals simulta- A disadvantage of this method of transmitting a graphi-
neously: a chaotic and a regular one. We turn our attention toal image is that the information receiver must know the
the systen(15) in which we select the following values for resolution which was used for scanning since the isolated
the constants:d=0.025, gy=0.2, my=1.5, »=0.006, signal is a single realization. This can be circumvented as
k,;=0.05,k=0.025,a=0.15,b=0.2, andc=10.0. The time follows. Let us assume that one of the parameters is modu-
dependences of the parametars andg* of this system are lated by a signal carrying information on the scanned graphi-
illustrated in Figs. 3a and 3b. The information receiver,cal image. Simultaneous modulation of a second parameter
knowing the form of the nonlinear functiqi6), receives the can transmit information on the resolution. If we introduce
signal (Fig. 39 and reconstructs the modulation signalsthe x andy coordinates of points on the transmitted fragment
(Figs. 3d and 3e of the painting, one method of transmitting the graphical
c) Ressler systemBy analogy with the Lorenz model, image is shown in Fig. 5. The number of stépgy. 5b will
we take a stepped time dependence as the parametric modtarry information on the resolution along thexis while the
lation law which allows us to transmit graphical information. resolution along the axis can be determined from the ratio



1406 Tech. Phys. 43 (12), December 1998 Anishchenko et al.

FIG. 4.

of the step width to the corresponding value for Fig. 5a.  eters of the dynamic system can be enhanced by transmitting
The possibility of simultaneously modulating different only the coordinates of points corresponding to one particu-

parameters of a dynamic system by information signaldar color. Quite clearly, other methods of transmitting graphi-

means that the methods of transmitting a graphical image cazal information can also be suggested.

be varied. In the simplest case when some drawing is trans-

mitted using only two colorgblack and whitg i.e., the use- CONCLUSIONS

ful signal is a binary sequence of symb@sor 1), the rate of Here we have illustrated a new method for secure com-

transmission of the information by modulating two param-munication based on the global reconstruction of dynamic
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a These constraints can be ascribed to the purely technical
aspect of implementing the secure transmission of informa-
tion, on which we decided not to focus attention in the
present study, confining ourselves to demonstrating the fun-
damental possibility of simultaneously transmitting several
information signals independently in a single communication
channel using the global reconstruction technique.
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